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The fight against money laundering and
terrorist financing begins with controlling
access to the financial system and preventing
dirty money from entering the financial
system. Due Diligence and verifying customer
identities is one of the most important
challenges banks and financial institutions
that those are facing with their clients (low
risk and high risk). The purpose of customer
Due Diligence is to enable the bank to
understand the nature and purpose of customer
relationships. These processes help the bank
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identify potential suspicious transactions. The
research method is applied in terms of purpose
and descriptive and analytical in nature. The
method of collection is also library-based and
the tool for collecting information is the type
of catch. The research data were analyzed in
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a qualitative manner. The findings show that customer Due Diligence is
the basis for identifying suspects and tracking crime financing. Finally,
customer Due Diligence Regulations for high-risk customers should be
tightened up and suspected of active surveillance activities not used as a
tool to finance terrorism. Writing of guidelines will also be necessary for
Banks to identify such customers.

Keywords: Financing of Terrorism, Money Laundering, Situational
Prevention, Due Diligence customer, Banking System.

xcerpted from the dissertation entitled "Methods of Combating the Financing o
Terrorism through the Banking Network", Islamic Azad University, Central Tehran
Branch, Faculty of Law, Department of Criminal Law and Criminology.

Funding: The author(s) received no financial support (funding, grants, and sponsorship)
for the research, authorship, and/or publication of this article.

Acknowledgements:

The authors would like to thank Ms. Reyhaneh Alizadeh, Mr. Mehdi Alizadeh, Mr. Ali
Ghaem Maghami and Mr. Madadi for their cooperation in preparing and writing this
research.

[Author contributions:

Ghazaleh Alizadeh: Formal analysis, Investigation, Resources, Writing - Original Draft,
Writing - Review & Editing.

Houshang Shambiati: Supervision.

Sadegh Salimi: Supervision.

Competing interests: The authors declare that they have no competing interests.

Citation:
lizadeh, Ghazaleh, Houshang Shambiati & Sadegh Salimi. “Preventive Financing of]
errorism and Money Laundering By Using Due Deligence Risk of Customer” Journal of]
egal Research 21, no. 50 (August 22, 2022): 157-185.

158



159

Journal of Legal Research: V 21, No. 50, Summer 2022

Extended Abstract]

One of the most effective measures to prevent money laundering and terrorist
financing is for banks and financial institutions to establish their exact identities
when establishing any relationship and conducting any kind of transaction with
individuals and legal entities. In fact, "customer authentication tactics" in the
form of one of the situational prevention techniques, that is, a technique based
on increasing the desired risk for the perpetrator of the crime, such as arresting

or identifying the perpetrator. "Customer identification is a review or potential
investment or confirmation of all facts that may involve a review of all customer
financial records.It also includes customer information that helps banks and
financial institutions determine customer risk." Adequate customer identification
process should be applied not only to the customer but also to everyone who
works for them and also to the beneficial owners. According to the standards of
the special financial group, banks should identify their customers and authenticate
them and then Customer acceptance to act in accordance with reasonable policies.
"Banks and financial organizations to identify and accept their customers, must
have the necessary mechanisms and identify and identify high-risk customers. This
identification includes knowing the background and work history of the customer,
nationality and related customer accounts. In this regard and as a general rule, the
difficulty of accepting a client should be commensurate with the expected picture
of the potential risk borne by the financial institution.

It is also strongly recommended that the sole decision-maker for customers
identified as at risk for money laundering be senior executives of the financial
institution or bank. Design a customer acceptance plan for themselves. This is
especially important in countries that are moving towards wider use of financial
instruments including checks, debit cards, credit cards, and electronic payment
mechanisms, and are moving away from a cash-based economy. This basis is
required to open an account, provide valid identity documents from the customer
(identity card, national card, driver's license and tax identification document) and
no customer should be allowed to open or maintain an account under a pseudonym.
The ban on numbered accounts should also be applied and the opening of the
account should be done by presenting the identification document and keeping the
customer records and official confirmation of the document.

When aperson on behalfofa company or person who is considered the beneficiary
of an account requests to open an account, financial institutions must request valid
identification documents related to the beneficiaries of the account and must request
the legality of their activities by requesting the following information: Specify:
Name and legal organization of the organization or company and its address; Name
of CEOs of the company or organization; The original owners or beneficiaries of
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the account; Rules and regulations set forth in the company's articles of association
regarding the dissolution and closure of the company; "Lawyers and agents who
work for the company and their account numbers." "Banks should establish and
implement policies to identify customers and the persons acting on their behalf. To
verify the identity of customers, the best documents are those that are very difficult
to forge and obtain illegally. In the case of non-resident customers, special care
must be taken, and in no case should the bank abandon customer identification
procedures simply because the new customer is unable to introduce himself or
herself for an interview. The bank should always ask itself why the customer
has decided to open an account in the territory of a foreign government. To open
an account, the proximity of the customer's residence or place of work must be
considered and the customer's place of residence or work must be confirmed
by questioning the municipal service institutions (telecommunications, water
or Electricity Company). The source of funds for opening an account should be
examined and for high sources, previous reference banks should be checked. Also,
bank officials should be able to identify sources of deposit funds and beneficial
owners of all accounts. In cases where customers request money transfers; They
should also obtain important and accurate information about the money transferor,
including his name, address and account number, along the payment chain. "It has
to be verified through certain processes. Also, whenever there is any doubt about
the customer's identity, its identity has to be checked and verified.

The fight against money laundering and terrorist financing begins with
controlling access to the financial system and preventing dirty money from entering
the financial system. Due Diligence and verifying customer identities is one of the
most important challenges banks and financial institutions that those are faceing
with their clients (low risk and high risk). The purpose of customer Due Diligence is
to enable the bank to understand the nature and purpose of customer relationships.
These processes help the bank identify potential suspicious transactions. The
research method is applied in terms of purpose and descriptive and analytical in
nature. The method of collection is also library-based and the tool for collecting
information is the type of catch. The research data were analyzed in a qualitative
manner. The findings show that customer Due Diligence is the basis for identifying
suspects and tracking crime financing. Finally, customer Due Diligece Regulations
for high-risk customers should be tightened up and suspected of active surveillance
activities not used as a tool to finance terrorism. Writing of guidelines will also be
necessary for Banks to identify such customers
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