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ABSTRACT

Cyberspace platforms provide countless services
to their users; At the same time, they have access to
a large amount of users' personal information and
data. The value of this personal data is increasing
day by day due to the possibility of commercial,
economic, advertising, political, etc. exploits.
The experience of a few years of technology
development in cyberspace indicates the short
life of many virtual platforms; So that most of the
active platforms in 2004 were forgotten in 2021;
Hence, today's popular platforms may not last
long. The uncertain legal nature of personal data
and its governing system, on the one hand, and the
diverse value and uses of data, on the other, add
to the temptation to take over this digital content
and complicate its fate in the event of the virtual
platform being shut down. The main purpose of
this study is to evaluate the idea that property
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rights structures, along with privacy measures, can further protect individuals'
rights over personal data. In this article, by applying the library research method,
the ability of personal data to be classified as property is examined, then the
status of personal data ownership is analyzed from the perspective of related
regulations. The possibility and necessity of moving towards the establishment
of a system based on property rights on personal data along with the quasi-
contractual system of privacy, in order to draw the rights and duties governing
personal data in the event of closure of the virtual platform, is proven in this
article.
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[Funding: The author(s) received no financial support (funding, grants, and sponsorship)
for the research, authorship, and/or publication of this article.

[Author contributions:

Sayyed Amin Pishnamaz: . Conceptualization, Methodology, Software, ValidationFormall
analysis, Investigation, ResourcesData Curation, Writing - Original Draft, Writing -
Review & Editing, VisualizationSupervision, Project administration.

[Amir Abbas Rokni: Supervision, Methodology, Investigation, Resources, Data Curation,)
Writing - Original Draft.

Competing interests: The authors declare that they have no competing interests.

Citation:

Pishnamaz, Seyed Amin & Amirabbas Rokni. “The Shutdown of Virtual Platforms, the|
ecessity of Analyzing the System Governing Personal Data from the Perspective of Property
ights” Journal of Legal Research 22, no. 53 (June 10, 2023): 469-506.

470



471

Journal of Legal Research: V 22, No. 53, Spring 2023

[Extended Abstract]

With the beginning of the information age of the twentieth century and the
advancement ofnew technologies, virtual platforms emerged as acommunication
platform for providers and consumers, and were restrained by the expansion
of eye-catching services. The cyberspace platform is a platform that provides
specific and defined services in the site space. The platform provides the
necessary platforms for communication between multiple service providers
and users as desired consumers. In exchange for this mediation and profit-
making, the owner of the platform collects and collects user data, including
personal data, after obtaining consent by stating that he / she directly provides
a reciprocal service. Predetermined uses and processing purposes.

The use of cyberspace platforms is not very old. The first Internet
communication platforms emerged in the last years of the twentieth century.
Experience has shown, however, that the life of many virtual platforms has not
been long. The main cause of backwardness, or even shutdown and destruction
of a pioneering technology, is the reduction of profits and income. The main
source of revenue for cyberspace platforms, specifically social media, is
advertising. Platform owners, through data collection and processing, identify
the political, economic, commercial, educational, cultural, entertainment, etc.
interests and interests of users. This provides a good platform for personalizing
ads and services; In a way, the providers of goods and services, using the
information obtained from the processing of raw data, offer a certain type of
goods and services in the form of specific advertisements for different groups
of people.

The decline in revenue in this area is due to two important reasons. First
reduce the users of a platform. Users of a platform may decline for a variety of
reasons. The most important reasons for the decrease in users are technology
backwardness and lack of attractiveness and up-to-date services, and on the
other hand, users' lack of confidence in the protection of personal data and
privacy on the platform.

Another reason for the decline in revenue is the limitation of platform
managers in accessing and processing user data; Governments have enacted
data protection and privacy laws either to protect their citizens or to prevent
the monopoly companies from monopolizing the management and use of data
and information. Gradually, with the advancement of technology, the laws in
this field have also changed and draw a more limited level of access to data for
controllers. Restrictions on platforms in accessing, collecting, and processing
data can challenge the platform's commercial and advertising activities, which
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focus on personalizing ads and advertisements, and on the other hand. The
possibility of personalizing content, improving services and providing new
features and services based on the needs of the day to be affected.

The first paragraph of Article 4 of the EU General Data Protection Regulation
defines personal data as follows: ““ ‘personal data’ means any information relating
to an identified or identifiable natural person (‘data subject’); an identifiable
natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that
natural person;”

Regardless of the nature of the contract between the actual users and the
controllers, the personal data is considered property. The taxation of personal
data pieces can be demonstrated by adapting basic and reliable attributes of
property to them, such as having economic value and rational and legitimate
interest, as well as the ability to be assigned and owned by individuals.
Personal data is not reserved for the virtual platform and property rights such
as possession and possession, proof and negation (control and protection) are
exercised by the data subject.

In the current state of the personal data system, the quasi-conventional
system includes human rights goals. As a result, the privacy agreement entered
into between the user and the platform as the governing contract governs
the status of personal data, including the manner and limits of collection,
transmission and processing, as well as the use of information obtained from
processing. Data protection regulations also emphasize the need to protect the
privacy of data subjects, and set out a set of mandatory rules for the activities
of controllers and processors of personal data.

The acceptance of the property rights system over personal data is important
in that it provides the basis for the interpretation that personal data is the subject
of financial contracts, in particular contracts based on a trusting relationship
between controllers and users. Makes. In addition, assuming the closure of the
virtual platform, this approach has other benefits: first, that the data subject is
aware of the value of their data, and since the rules of property law, rights and
obligations are known to individuals The shortcomings of the anonymity of the
content of the privacy agreement are largely compensable.

Furthermore, other Beneficiaries, such as controllers, processors, and data
brokers, can also manage their activities, given the specific ownership and
property rights of the data subject; Unless necessary, they are aware of the
details of the privacy agreement to which they are a third party, or are affected
by the obligations contained therein.
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