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ABSTRACT

Cyber- malicious activities in international
aviation industry is a combination of two crimes:
hijacking and cyber terrorism, which transnational
and international nature can damage not only
public order of the state, but it can also infringe
upon international public order. Universal
jurisdiction due to its loose connection to the
state where the crime is committed and the state
claiming jurisdiction, allows the states to seek
protection of their credibility and security, and
regardless of the state hosting the criminal(s)or
the nationality of the perpetrator or the victim of
the crime, allows them to prepare themselves for
punishing perpetrator(s) and to identify and to
hold malicious actors and their hosting countries
accountable for cyber attacks against the aviation
industry. Therefore, in this descriptive-analytical
study, we seek to answer the question of what role
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and effects the exercise of universal jurisdiction has in the fight against cyber
crimes related to aviation. And by studying the relevant documents and sources,
we came to the conclusion that the application of the principle of universal
jurisdiction as a deterrent mechanism will guarantee the fight against cyber
security crimes in the field of aviation and the impunity of the perpetrators of
this crime.
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[Extended Abstract]

The aviation industry's use of information technology and cyber space,
in addition to the abundant merits and features it has brought, also brings
important problems. In fact, the result of the combination of these two amazing
phenomena in today's world, namely the aviation industry and information and
communication technology, on the one hand, has positive aspects in terms of
speed, accuracy, ease and other extraordinary advantages, and on the other hand,
it has negative aspects, that from this point of view opens the way for criminals
and abusers to threaten and create danger against the aviation industry in a
safe space and completely in an anonymous way, and use it to advance their
goals. The cross-border nature of these two phenomena and the international
dimensions of the crimes that take place in the context of cyberspace against
aviation cyber security have caused relevant organizations and institutions
around the world and even the national institutions responsible in this field to
study and investigate comprehensively these two phenomena and the risks and
threats caused by them.

Examining the examples and cases presented indicates that terrorists and
cyber hackers can launch a cyber attack against aviation from several points. In
fact, these attacks can be carried out from the time of construction, production
and equipping of the aircraft to any stage of its operation. In addition, all airport
systems, ground control systems, air navigation service providers and all
equipment, software and hardware used in airplanes, airline websites, aviation
databases and airport websites can be the target of such attacks.

The review and analysis of existing conventions and legal sources show
that the international community has taken effective steps to deal with issues
related to cyber security in the field of aviation, but there are still no uniform
international standards that have a binding nature. The weakness of the
conventions related to aviation security and the cause of their inefficiency,
such as the ambiguity in the definition of the crime and the explanation of the
elements that constitute the crime and the criminalization of acts of vandalism
against the aircraft, the determination of the scope of the implementation of
the conventions, the ambiguity in the principle of trial or extradition, are the
important points that need to be taken in to considerations. For example, the
Beijing Convention and the treaties before it require member states to extradite
or prosecute cyber hijackers, but these conventions and the ICAO organization
to punish the member state that refuses to comply with this principle. Practically,
it does not have enough executive power and it is also difficult to determine the
competence. In fact, all conventions related to aviation security can ultimately
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prevent crimes committed against aircraft at the time of their approval, but they
do not have the ability to deal with emerging threats, and finally, it must be
accepted that the existing conventions do not provide the necessary enforcement
guarantee to identify the perpetrators. Cyber attacks and the host countries have
caused the international aviation community to continue to suffer from these
destructive attacks.

In any case, although the actions of the international and domestic legislative
and regulatory institutions help to reduce the damage of these attacks or even
create deterrence, but the review and analysis of the cases and existing legal
sources indicate that Aviation cyber security is ultimately a global problem
that requires a global solution. Therefore, it was suggested that in order to
fight crimes against cyber security in the field of aviation and to deal with the
impunity of the perpetrators of this crime, the international community should
approve the principle of universal jurisdiction as a complementary, deterring
and countering mechanism against this category of crimes.

Although it took more than 15 years for the Lockerbie bombers to be brought
to justice, similar injustices will be avoided if the international community
applies global jurisdiction in relation to cyber hijacking and passenger plane
abuse. Universal jurisdiction can be applied to issues that arise in the event that
treaty members refuse to extradite or fail to fulfill their obligations. In addition,
applying global jurisdiction can make governments responsible and forced to
answer, even if these governments are not members of the Beijing Convention
or there is no extradition treaty between them. For example, if an incident
similar to the Lockerbie incident occurs and the host government refuses to
extradite its nationals to the victim state, a third state that has nothing to do with
the terrorist attack can request extradition from the victim state in accordance
with international jurisdiction. If this third country has financial superiority
or sufficient influence over the host state of the cyber criminal, it can force
the host state to extradite its nationals. Allowing a third country to request the
extradition of a cyber criminal can itself provide a neutral ground for the trial
of terrorists, because the third country is less biased towards the case.

By exercising global jurisdiction over malicious cyber attacks that have
targeted the international aviation community, lawmakers and the international
community can better hold cyber criminals responsible for their crimes and
guarantee "international peace and security. ICAO and the international
community should consider universal jurisdiction as an enforcement mechanism
capable of holding accountable terrorist hackers and their safe-haven host
governments. But such a solution will definitely not be without controversy
and opposition.
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