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ABSTRACT

One ofthe areas of investigation in the International
Criminal Court is cybercrimes. Due to their
nature, these crimes require a lot of sensitivity
in the discussion. In this research, which has
been done by descriptive-analytical method, the
powers of the international criminal prosecutor
in dealing with these crimes have been examined
and judicial hybridization has been considered.
Hybridization is used to refer to the phenomenon
whereby there is convergence between different
legal systems. The Statute of the International
Criminal Court has a hybrid approach due to its
influence from both the common law and civil
law legal systems. According to this statute, the
prosecutor must provide a combined performance
within the framework of his authority. Therefore,
the prosecutor can act multifacetedly by using
criteria and according to the articles of the statute.
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One of these powers is to dismiss cases in the interests of justice. Another
authority of the prosecutor is the possibility of modifying and changing the
charges that he has previously brought against the defendants.
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[Extended Abstract]

One of these crimes that causes significant damage is cyber aggression, and its
roots should be seen in the World Summit of the Information Society and the
actions of the World Cyber Agency in 2007. The concept of cyber aggression
has taken on a new form with the technological advances that are made on a
daily basis, and for this reason, it has transformed the legal frameworks and
rules of the time before the creation of the cyber space. This transformation has
led to the formation of a fundamental need in the design and implementation
of serious changes in related regulations. One of the areas that require new
rules in this field is the discussion of judicial dualism and its relationship with
cyber crimes. The question of the current research is "Can the prosecutor of the
International Criminal Court benefit from dualism in dealing with cybercrimes?"
And if the answer to this question is positive, what are the grounds for using
such a right and how can the prosecutor use this authority? The necessity of
dualism in dealing with crimes in the cyber field is because the crimes in this
field cannot be properly distinguished due to some essential characteristics;
Therefore, it is necessary for the prosecutor of the International Criminal Court,
having the lever of judicial dualism, to establish cyber aggression or its criminal
description. Because for him criminalization is the longest unresolved regional
dispute in the world.

The basic question about cyber crimes is whether the distinction between the
mentioned crimes and traditional crimes is of nature or degree? In other words,
are the differences quantitative or qualitative? Have only the crime scene, the
tools used, the speed and volume of crimes changed, or have the nature of these
crimes also changed? Can these developments be considered a combination of
quantitative and qualitative changes? In the first case, that is, the assumption that
only the means and the environment of committing the crime have undergone
transformation, with the migration of traditional models to the digital space
and with not so extensive changes in the existing penal policy, the existing
challenges can be resolved, but if the distinctions, the product of fundamental
changes and Whether it is substantive or a combination of the first and second
spectrum, in order to respond to the new requirements of the virtual world, it is
inevitable to develop a differential criminal approach.

The term dualism is used to refer to the phenomenon due to which there
is convergence between different legal systems. Dualism does not necessarily
change national sovereignty or replace one system with another. This dualism
seems necessary due to the instantaneous nature of cybercrimes. In the first
place, dualism was done by private law. This has now given way to a European
administrative law with important constitutional implications, particularly for
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the role of courts and institutions. The process of dualism in the European
Union is an important example for comparative law.

It seems that some governments do not want their nationals to be tried before
a panel consisting of international judges, an international prosecutor and
international law practitioners and civil servants. From this point of view, cyber
crimes are among the crimes that create more sensitivities for governments;
Because in many cases, the accusations of cyber crimes are brought to
professionals and elites. Therefore, the nature of cybercrimes requires that the
type of handling of the case of the defendants also provides the opinion of the
governments. A hybrid or multimodal branch is an idea that can provide this
possibility. Amending the Rome Statute to create a hybrid branch would be the
first step to deal with this reality. Combined branches are branches that have
both domestic and international referees. Currently, however, all chambers of
the International Criminal Court — pre-trial, trial and appellate — are composed
exclusively of international judges. The characteristics of cybercrimes such as
a) "common heritage of humanity" means special conditions in the cyberspace
to get out of the monopoly of governments or private companies b) wide
scope of operation c¢) immediate and fast results d) vulnerability of computer
systems against traditional crimes e) The process of steganography, also called
information hiding, makes challenges to evaluate and discover data difficult
or impossible, and makes the situation distinct and different from traditional
crimes. Expertise in this field is called forensic science or cyber legal medicine
and the science of discovering evidence and cyber crimes, which is responsible
for collecting evidence and documentation at crime scenes and filing cases.
Dualism in this phase means the possibility of communication between experts
in the cyber field and legal experts from different legal systems and considering
the best way and approach to handle investigations and provide justice.

Dualism does not necessarily change national sovereignty, or replace one
system with another. The approach of the Statute of the International Criminal
Court is a hybrid approach due to the influence of both Common Law and
Roman-Germanic legal systems. The combined procedure requires a combined
performance and approach from the prosecutor; Therefore, the prosecutor can
act multifaceted by using the criteria and according to the articles of the statute.
One of these powers is to dismiss cases in the interests of justice. Another
authority of the prosecutor is the possibility of amending and changing the
charges against the defendants. For example, the prosecutor can change the
charge title of "war crime" to "crime against humanity". Of course, this process
needs to be reviewed in the preliminary branch of the Court; On the other hand,
one of the main objections to the International Criminal Court in the field of
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cybercrimes is the argument that the defendants, who are mainly experts and
elites, tend to benefit from the national justice system. The creation of a hybrid
branch can be a solution to this problem, which of course requires several
amendments to the Rome Statute and requires significant political will. Given
the potential ability of a hybrid branch to increase perceived legitimacy without
major practical drawbacks, this idea is certainly worth exploring.
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