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ABSTRACT

SorL The electronic revolution and as a result the
T e ™ increasing growth of electronic commerce and the
increasing complexity of financial markets, despite
the rich profits it has brought to the government
and nations, has also caused the growth of a group
of crimes, one of which is money laundering.

Money laundering means making the proceeds
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our country, during the last two decades, corruption and money laundering have
become two inseparable components of Iran's economy; Therefore, what is very
important today is the implementation of an effective and efficient mechanism
to combat all types of money laundering, including money laundering through
cryptocurrencies. The most important solution currently proposed is to join the
FATF convention, recognize and establish strict laws regarding bitcoins due
to their digital nature, which can be used to prevent crimes such as money
laundering. This research has been done using descriptive-analytical method
and using library resources.
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[Extended Abstract]

Today, money laundering is discussed as a phenomenon that has changed
the economic stability of the whole world. Most of the criminals in this area
destabilize the economic system of governments by committing financial
crimes such as drug trafficking, terrorism financing and tax evasion. On the
other hand, the development of cryptocurrency technology, despite its many
benefits, has become a destructive technology that has created new challenges
for the national security of governments, and this is because such technology
can be accompanied by many opportunities for the activities of terrorist groups
and implementation It is considered organized crime.

The issue of money laundering was considered a new and unknown issue
in the past two or three decades, but today, due to the progress of science and
the speed of technology, it is considered an up-to-date and obvious issue. This
title has existed in most of the advanced legal systems of the world with similar
methods and different measures have been provided to combat it.

With the emergence of crypto-currencies, especially Bitcoin, a global
financial crisis swept the world in 2009, which led to the rescue of governments
that had to give large loans to big banks. Before such an economic crisis plagued
the world, many countries had gone through a period of recession, but even so,
the solutions provided to stimulate economic growth were not strong enough
to enable economic systems to overcome the crisis; Therefore, many countries,
such as Iceland, put the use of digital economy as a support in their agenda.

In fact, it can be said that the change in the form of money in different
periods of history has been according to the human need for money and its
function, and finally, in the course of its evolution, money has reached a point
where it has abandoned its physical and traditional form and in today's economy,
such Money for the ease of trade and transactions, without the need for the
intervention of governments and their supervision, they play a role.

The appearance of crimes and economic corruption in the society and the
existence of economic activities is inevitable, and if it develops and increases,
it can affect the natural process of healthy economic activities and disrupt
the flow of production, distribution and consumption. slow In this regard,
neglecting and disregarding money laundering and macroeconomic corruption
caused by it can cause serious damage and threats to the economic system of the
society and cause the weakening of economic security and the birth of criminals
and corruptors, which itself is the main factor in the creation of the sector.
A significant number of criminals are crushed; This shows the existence of
insecurity in the society.

Since 2009, when Bitcoin was created, its use has been increasing
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exponentially all over the world, and since the beginning, due to the lack of
the necessary regulatory authority, it has been used with a significant speed for
illegal purposes such as financing terrorism and money laundering activities.
became. In this regard, governments have implemented various regulations to
prevent sanctions or the use of Bitcoin, which, of course, have not been able to
achieve a favorable result until today.

Also, since the terrorist attacks of September 11, governments have been
forced to create effective methods to fight the financing of terrorism, as a result
of such restrictions, terrorist groups were forced to look for alternative methods,
including the use of digital currencies, to carry out their terrorist activities.

From 2009 onwards, when the use of Bitcoin cryptocurrency rose
exponentially around the world and its use increased, there were concerns for
governments and intelligence agencies, and this was because Bitcoin had a
vague and unknown nature. And its design is in such a way that the traditional
information tracking tools are unable to observe it, and also in terms of its
nature, it can be said that the Bitcoin transaction has a transnational aspect
and is irreversible. Considering this point, it can be said that the use of digital
currencies has surpassed policies, regulations and regulatory initiatives, and
this has caused terrorist groups and organized crime groups to use such a system
to advance their terrorist goals and money laundering.

With the start of using digital cryptocurrencies, especially Bitcoin, crimes
such as money laundering became stronger. Although the use of such currencies
has many benefits, but due to the lack of an efficient monitoring system, it
has been used for criminal purposes. In this research, we seek to explain the
causes of the growth of the crime of money laundering through Bitcoin and
then provide solutions to combat it in Iranian law.

Money laundering in the sense of legal and legitimizing the proceeds from
criminal activities. In this process, by hiding the illegitimate source of his
income, the person spends the resulting money in legitimate and legal ways,
causing the original source to be lost, and finally turning his dirty money into
clean money. On the other hand, Bitcoin today is a virtual currency or money
that is encrypted and used electronically. The question of this research is what
are the reasons for the growth of money laundering through Bitcoin and what
solutions can be offered for it, it seems that corruption and money laundering
have become an inseparable part of Iran's economy especially in the last two
decades, hence what Today, it is more important than ever to implement a
mechanism to fight against money laundering. Joining the FATF convention
is the most important solution that exists at the moment, and it is better for the
legislator to agree with Iran's joining it and remove this issue from a purely
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political state, so that it can be used to prevent crimes such as money laundering
or terrorist financing. He obstructed the action. This research has been done
using descriptive-analytical method and using library sources.
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