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ABSTRACT

Despite the increasing prevalence of cyber
warfare and the need to apply the laws of armed
conflict (jus in bello), existing regulations were
designed for traditional physical warfare, making
their application to modern cyber operations
a significant challenge. A primary hurdle
to prosecuting war crimes in this domain is
establishing the requisite contextual element: the
existence of an armed conflict. Specifically, cyber
attacks by non-state armed groups can constitute
war crimes only if they occur within the context of
a non-international armed conflict. Consequently,
this research investigates the feasibility of a non-
international armed conflict arising from cyber
warfare as a condition for realizing cyber war
crimes. Using a descriptive-analytical method
and library resources, the study concludes that
the nature of cyber groups, characterized by
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the physical dispersal of members, potential lack of consensus, and absence
of traditional internal discipline, does not fully align with established legal
criteria for an organized armed group. Therefore, only through a contemporary
and dynamic interpretation of existing regulations and jurisprudence can the
threshold for a non-international cyber armed conflict be met, thereby enabling
the contextual element for war crimes to be satisfied.
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[Extended Abstract]

The increasing use of cyber warfare by non-state groups, and the exploitation of
its disruptive capabilities to harm civilians, has rendered the regulation of such
activities through the lens of international humanitarian law (IHL) both urgent
and inevitable. However, despite this imperative, the laws of armed conflict,
including the conditions for establishing war crimes, were formulated for
traditional physical warfare, creating significant challenges for their application
to modern cyber operations. Under the Rome Statute and the Elements of
Crimes, the application of Article 8 (war crimes) is contingent upon both a
violation of IHL and the existence of an armed conflict, as IHL applies only
within that framework. Consequently, the primary legal hurdle to prosecuting
cyber war crimes is establishing the requisite contextual element: proving
that a cyber operation occurred within an armed conflict. Armed conflicts are
categorized as international or non-international, each with distinct thresholds,
and the applicable classification depends on the specific alleged crime. To
date, no cyber attack has been formally recognized as constituting a non-
international armed conflict (NIAC), and international consensus on defining a
non-international cyber armed conflict is absent.

This research therefore addresses a central question: Can cyber attacks alone
generate a non-international armed conflict and, consequently, fall under the
jurisdiction of the International Criminal Court (ICC) as war crimes? Employing
a descriptive-analytical method and library resources, the study investigates
how a NIAC, as the contextual element for cyber war crimes, can be established
through cyber warfare. It proceeds by defining armed conflict, analyzing
the constitutive elements of a non-international cyber armed conflict, and
assessing whether independent cyber attacks can reach the required threshold.
The research focuses specifically on attacks that are not part of a pre-existing
armed conflict but are freestanding. The analysis concludes that establishing
a NIAC through cyber warfare hinges on fulfilling three core elements: a
sufficient threshold of violence, the armed nature of the perpetrating group, and
its organized nature. Regarding the threshold of violence, cyber attacks must
amount to "protracted armed violence." A restrictive interpretation limiting
"violence" to physical effects would exclude highly disruptive cyber operations
targeting national infrastructure, necessitating instead a broad, effects-based
approach that considers the severity of the consequences. Concerning the armed
nature of the group, the concept of a "weapon" must evolve beyond traditional
arms to include modern cyber capabilities for IHL to remain relevant. The most
significant challenge lies in the criterion of the organized nature of the group. A
traditional, formalistic analysis of "organization" would likely exclude loosely
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structured cyber collectives. However, the absence of a conventional hierarchy
does not equate to an absence of capability, as cyber groups with weak structures
can still coordinate potent operations. Therefore, it is imperative for the ICC to
adopt a flexible and contemporary interpretive approach to "organized armed
group." Only through such a dynamic legal interpretation can this element be
satisfied, thereby encompassing powerful cyber collectives within the scope
of Article 8 and enabling the recognition of a non-international cyber armed
conflict. This, in turn, is the essential step for the potential prosecution of cyber
warfare under international criminal law.
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