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Internet Of Things; A Review of Legal Frameworks From The Perspective of Intellectual
Property Protection

Abstract

The Internet of Things (10T) has rapidly permeated various sectors significantly and accelerating
with the advent of artificial intelligence. While offering substantial technical benefits, 10T
introduces undeniable legal challenges, particularly concerning intellectual property (IP) rights.
A critical issue is determining the appropriate legal framework for IP protection of IoT
innovations. This paper aims to address this gap in Iranian legal literature by exploring whether
10T inventions qualify for IP protection and identifying the most suitable IP category for such
protections.

The hypothesis posits that 10T inventions are eligible for IP protection under Iranian law, with
patents being the most appropriate form of protection. The study examines the compatibility of
0T innovations with the criteria for patentability under Iranian law, particularly the Law on
Registration of Patents, Industrial Designs, and Trademarks (2008), which aligns with
international standards such as the TRIPS Agreement. This law stipulates that an invention must
be novel, involve an inventive step, and be industrially applicable to qualify for patent protection.

The research methodology is qualitative, employing a descriptive-analytical approach and
utilizing library resources. The findings suggest that 10T inventions, encompassing hardware,
software, and integrated systems, meet the patentability requirements under Iranian law.
Therefore, patents are considered the most suitable form of IP protection for I0T innovations.
Furthermore, with the enactment of the new Iranian IP law in 2024, which expands the scope of
protection to include utility models, trade secrets, and certification marks, Iran possesses a robust
legal framework to support the protection of loT-related intellectual property.

In conclusion, the paper recommends that legislators, IP holders, and 10T stakeholders consider
patents as the primary means of IP protection for I0T innovations in Iran. Additionally, it
suggests exploring additional mechanisms, such as defensive publication and blockchain-based
IP management systems, to address the unique challenges posed by 10T technologies.

Keywords: Internet of Things(1OT), Intellectual property rights, Patent, Copyright, Iranian law.
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" Alice Corp. Pty. v. CLS Bank Int'l, 134 S. Ct. 2347, 2357 (2014)

" Art. 2(1) of the Trade Secrets Directive

" Farkas, T. (2017). Data Created By The Internet Of Things: The New Gold Without Ownership? Revista La Propiedad
Inmaterial. N0.23.5-17. DOI:10.18601/16571959.n23.01.6.

*2 4.0 Industrial Revolution

* Trappey, A. Trappey, C. Govindarajan, U. Chuang, A.Sun, J.(2016). A review of essential standards and patent landscapes for
the Internet of Things: A key enabler for Industry 4.0. Advanced Engineering Informatics. VVol. 33. 208-229. DOI:
https://doi.org/10.1016/j.aei.2016.11.007.11.

" Oliveira, R. Yanai, A.E. Moreira, D.S. De Souza, C.D. Castro, C.(2019). Internet of Things (1oT): Technological Indicators
from Patent Analysis. Industrial Engineering and Operations Management I1, Springer Proceedings in Mathematics & Statistics.
13-22. DOI:https://doi.org/10.1007/978-3-030-14973-4_2.6.
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** Jacques, S.(2020) Patenting Al: Rethinking Eligible Subject-Matters and the Novelty Requirement in an loT world. Japanese

Institute of Intellectual Property.1-70.9.
* Computer Implemented Inventions (CII)

¥ Noto La Diega, G.(2017). Internet of things And Patent: Towards The lot Patent Wars. TFM. 3(2). 47-66.15.
"' Mayo Collaborative Services V. Prometheus Laboratories Inc.(2012)

" Alice Corp. V. CLS Bank International (2014)

¥ 2106 Patent Subject Matter Eligibility (R-10.2019)

¥* Enfish, LLC V. Microsoft Corp.(Fed.Cir.2016)
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"> Noto La Diega.(op.cit.).15.
" Jacques, S.(2020) Patenting Al: Rethinking Eligible Subject-Matters and the Novelty Requirement in an 10T world. Japanese

Institute of Intellectual Property.1-70.47.
"* European Patent Office (EPO)

¥* European Patent Office (EPO).2016.5,4.Claims Comprising Technical And Non-Technical Features
* Distributed Computing Environment (DCE)

*' European Patent Convention (Art.84)

A" European Patent Office, 2016, 3.9.1.

A" 2019 Revised Patent Subject Matter Eligibility Guidance
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