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Legal Challenges of Data Sovereignty and Jurisdictional Conflicts of States in Cyberspace

Abstract

Technological developments and the expansion of the global data-driven ecosystem have challenged the
traditional foundations of state sovereignty and jurisdiction. Unlike tangible objects, data may be created,
transferred, processed, and stored simultaneously across multiple jurisdictions, thereby complicating the
traditional relationship between territory and the exercise of state authority. In this context, data sovereignty has
become an important component of state power, while the regulation of cross-border access to, processing of,
and transfer of data has increasingly generated conflicts among national jurisdictions. This study aims to
examine the transformation of the foundations of state jurisdiction in the data-driven cyberspace and analyze
legal approaches to managing jurisdictional conflicts arising from cross-border data flows, with particular
emphasis on the capacity of the Iranian legal system. The research adopts a descriptive-analytical methodology,
and data have been collected through library research, including the study of legal sources, international
instruments, domestic legislation, and Persian and foreign scholarly literature. The findings indicate that the
cross-border and multi-jurisdictional nature of data flows has reduced the exclusive effectiveness of the
territorial principle of jurisdiction, without rendering the principle obsolete. Rather, it has created a need to
complement territorial jurisdiction with criteria such as nationality, fundamental state interests, effective
connection, and substantial effects. The study further demonstrates that distinguishing between legislative,
judicial, and executive jurisdiction in cyberspace is essential, since a state's authority to legislate or adjudicate
does not necessarily confer a right to directly enforce measures against data or digital infrastructure located
within another state's territory. An assessment of the Iranian legal system shows that although existing
legislation.

Keywords: Data Sovereignty, Cyber Jurisdiction, Jurisdictional Conflict, Cross-Border Data, Territorial
Jurisdiction, Data Governance.
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