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ABSTRACT

One of the most important legal issues of the day,
the invention of digital currencies is one of the
types of virtual currencies. There is an urgent need
to use this currency in Iran to synchronize it with
international trade and prevent the country from
falling behind compared to other countries in the
region and the world. The purpose of this research
is to investigate the effects of virtual currencies on
the economic security of the country and also its
influence on the rights of citizens. The results of
the research show that virtual (digital) currencies
have created challenges in terms of security and
economy, which these challenges cause Violation
of Articles 34, 35, 71, 72, and 118 of the Charter
of Citizen Rights, and finally, due to violations
and social crimes, tax evasion, money laundering
are among the main challenges of virtual currency
at the international level, which the Islamic
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Council legislates Correct and accurate and responsible for putting government
organizations and institutions as the correct implementers of the laws and
monitoring them can benefit from this economic threat as a new opportunity
for economic prosperity and increasing economic security. And the Supreme
Council for Combating Money Laundering by formulating effective regulations
and implementing them under the supervision of the Supreme Council of
Cyberspace, FATA Police, security institutions with the cooperation of the
judiciary and universities in compiling scientific and legal productions in this
regard, different legal and religious dimensions and Social and political issues
should be clarified and fraudsters should be prevented. The present research
method is descriptive-analytical.

Keywords: Virtual Currency, Money Laundering, E-Government, Economic
Security, Civil Rights.
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[Extended Abstract]

Digital currency is one of the most important examples of the evolution of
electronic commerce, which has become a necessity from a legal point of view.
Digital currency does not exist in physical form and there are only accounts
containing public and private codes. The account information along with the
transactions between the accounts are recorded in a ledger that requires a
large amount of computer computing power to verify and record these studies
throughout the network member computers in the world. Digital currencies,
often also known as virtual currencies, are based on mathematical algorithms.
These algorithms are at the heart of digital currencies and are connected to
open source software that is accessible to all participants in the digital currency
community.Mining digital currencies, due to the possibility of earning money
from this space, has caused abuse and virtual frauds on a large scale and is
increasing day by day. Among other things that threaten the security of users
in the field of digital currencies are the risks in exchanges and in addition, the
transactions that take place both in this platform and outside it. Also, one of the
most important challenges of virtual currency is its legal nature. "Being money"
is a legal position, and virtual currency being money depends on the acceptance
of its legal status by governments. So far, no government has recognized
Bitcoin as money. The purpose of this research is to investigate the effects of
virtual currencies on the country's economic security and also its impact on
citizen's rights. The importance of using and using digital currencies in today's
world is to such an extent that in order to synchronize it with international trade
and prevent the country from falling behind compared to other countries in the
region and the world, there is an urgent need to use this currency in business
transactions in the country. Iran is felt. Of course, virtual currencies have
disadvantages such as: security problems, the risk of virtual money falling,
crimes, lack of identity identification, instability and the possibility of a virtual
currency decline, technical complexity, and the closure of the virtual money
network. And they also have advantages such as: easy transactions, lower costs,
exponential growth, high diversity in investment choices, inflation control,
simplification of international payments, independence, market without closure
and high profitability. Security problems are one of the serious problems of
digital currencies, its random creation by infiltrating the server. On the other
hand, the electronic nature of virtual money brings security challenges such
as loss, hacking of the user account, and theft. Additionally, if a user forgets
their account information and password, their funds are lost forever. Regarding
digital currencies, no specific laws or regulations have been approved in the
country; It seems that the current approach of our country in terms of the lack of
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legislation regarding virtual currencies is similar to cautious countries such as
Belgium; But in the sense that it has practically banned banks and financial and
credit institutions from dealing in digital currencies, it has a position similar to
that of China.Some counties are changing their legal and regulatory framworks
to facilitate and develop digital money systems.For example,this type of effort
is being done in Brazil.In 2013, the Brazilian government passed a law that
paved the way for the increased use of digital currencies and other froms of
electronic and mobile payments.The atorementioned law allowed the creation
of electronic money and introduced electronic money as resources that enable
end users to perform payment operations on a device or an electronic system.

This law and related licenses apply to digital currencies such as Bitcoin
and a wide range of other electronic and mobile payment platforms.Brazils
legislative initiative is significant for several reasons.This is important because
it shows the belief of the Brazilian authorities that the legislative action will
help to clarify and manage the growing interest of the people in the use of
digital currency

Many other countries,if not the majority, have not yet come to the conclusion
that extensive legal measures are needed in the early stages of digital currency
development.Currentiy, most governments have adopted a strategy that allows
and monitors the development of digital currency without establishing a formal
legal and regulatory structure.The present research method is descriptive-
analytical. The findings and results of the research show that virtual (digital)
currencies have created challenges in terms of security and economy, and
these challenges cause violations of articles 34, 35, 71, 71, and 118 of the
charter of citizenship rights, and finally, to The reason for the violations and
social crimes, tax evasion, money laundering are among the main challenges
of virtual currency at the international level, which the Islamic Council can
overcome this threat with correct and accurate legislation and responsible for
placing government organizations and institutions as the correct implementers
of the laws and their supervision. economic as a new opportunity for economic
prosperity and increase economic security. It is appropriate that the country's
tax affairs organization and the Supreme Anti-Money Laundering Council
formulate efficient regulations and implement them under the supervision of
the Supreme Cyber Space Council, FATA Police, security institutions with the
cooperation of the judiciary and universities in compiling scientific and legal
products in this regard. legal, religious, social and political issues should be
clarified and fraudsters' abuse should be prevented.
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