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See Greenberg, Goodman & Soo Hoo, Information Warfare and International Law.
7. Hamelink, "Human Rights in Cyberspace".

9. Hollis, "Why States Need an International Law for Information Operations", p.1042.
10. Antolin-Jenkins, "Defining the Parameters of Cyberwar Operations: Looking for Law in All the

Wrong Places", p. 140.
11. Gellman, "Cyber Attacks by al Qaeda Feared".
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12. Willson, "Cyberwar or Cyber Cold War?".

13. Michael Havden

14. The Central Intelligence Agency (CIA) is an independent US Government agency responsible for
providing national security intelligence to senior US policymakers.

15. The National Aeronautics and Space Administration (NASA) is the agency of the United States
government that is responsible for the nation's civilian space program and for aeronautics and aerospace
research.

16. Gjelten, "Extending the Law of War to Cyberspace".

17. Martin Libicki

18. Libicki, What is Information Warfare?, p. 77.

19. Richard A.Clarke

20. See "More Than Firewalls: Three Challenges to American Cyber Security".
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25. Waxman, "Cyber Attack and the Use of Force".
26. Definition of Aggression, United Nations General Assembly Resolution 3314 (XXIX).
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27. Synovitz, "Georgian Government Accuses Russia of Waging 'Cyberwarfare''; & Shachtman, "Top
Georgian Official: Moscow Cyber Attacked Us — We Just Can’t Prove It".

28. See Waxman, "Cyber-Attacks and the Use of Force: Back to the Future of Article 2(4)", p. 420.

29. Heselhaus, "International Law and the Use of Force".
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D'Souza, "Cyber Warfare and State Responsibility: Developments in International Law".

31. A/RES/36/103, Declaration on the Inadmissibility of Intervention and Interference in the Internal
Affairs of States 91st plenary meeting, 9 December 1981.
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32. ICJ Reports, "Military and Paramilitary Activities in and against Nicaragua",1986.
33. Ibid, paras. 227 to 238.

34. See General Assembly Res. 3281, 1974.

35. See http://www.root-servers.org/
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racist and xenophobic nature committed through computer systems, 28.01.2003, available at
http://conventions.coe.int/Treaty/EN/Treaties/html/189.htm
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38. Blog of the European Journal of International Law, "The Tallinn Manual on the International Law
applicable to Cyber Warfare".

39. State Sponsorship

40. http://www.au.af.mil/au/awc/awcgate/army/jaoac-io.pdf U.S. Department of Defense Report.

41. http://www.au.af.mil/au/awc/awcgate/army/jaoac-io.pdf Nikhil D'Souza, op. cit.

42. ICJ Reports, 1984.

43. ICJ Reports, 1999.

44. ICJ Reports, 2005.

45. The Prosecutor v. Dusko Tadic, 1997.

46. Security Council Resolution 1368 (2001), 1703 (2006).

47. sufficient involvement

48. Villalpando, "Attribution of Conduct to the State: How the Rules of State Responsibility may be
Applied Within the WTO Dispute Settlement System", pp. 393-420.
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International Responsibility of State in Cyber Attacks

Seyed Yaser ZIAEE (Ph.D.)
Assistant Professor of International Law, University of Qom
Mona KHALILZADEH

LL.M. Student in International Law, IAU, Central Tehran branch

Cyber attacks are recognized as a new form of cyber interventions. Cyber attacks are targeting
basic installations like governmental bank, energy, transportation systems which connected to
cyber networks. Although cyber attacks aren’t kinds of use of force, aggression or armed
attack but they are kinds of intervention in internal affairs of State which are a breach of
international law. A state would be responsible if the attack attributes to that State. Cyber
attack can be done by individuals who are employed by State and by Internet Service Provider
Companies in to extent which these cyber attacks are done in public authority of that state. In
this way it is necessary that that Draft Convention on International Responsibility of State be
amended in relation to cyber attack requirements.

Keywords: cyber space, cyber attack, attribution of wrongful Act to a state, international
responsibility, compensation.
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